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1 Introduction
This document is the Hardware Requirements Specification (HRS) for the Ethernet Watchdog Board (EWB). The EWB was originally designed for use at INL/NRAD; however, the general nature of this product encouraged the release of the EWB as an open hardware/open software device.  This document describes the system requirements for that project.
1.1 Revision History

	Revision
	Date
	Author
	Description

	V1.0
	09/07/2019
	Randall Hyde
	Adapter this document from the INL/NRAD HRS.


1.2  System Purpose

This document includes the hardware requirements for the EWB project.

This document covers hardware requirements for:

· Ethernet WD: Ethernet-based watchdog board.

1.3 Scope
The EWB hardware will be produced from this specification.  

The objectives of the hardware and software development are to provide functions, status information, monitor and control hardware, communications, internal and self-test functions per the requirements that have been allocated to the EWB system. 

1.4 Intended Audience

The intended audience of this specification is the engineering, product assurance and management personnel involved in EWB hardware and software development and for development of the Hardware Design Description (HDD) document.
1.5 Definitions, Acronyms and Abbreviations

1.5.1 Definitions

The definitions used herein are consistent with IEEE 610.12-1990 with the following clarifications:

	Accuracy
	The degree of agreement with the true value of the measured input, expressed as percent of reading for digital readouts. (ANSI N42.18-1980)

	Anomaly 
	Anything observed in the documentation or operation of software that deviates from expectations.  [Derived from IEEE Std 610.12-1990]

	Catastrophic event
	A catastrophic event is an event without warning from which recovery is impossible.  Catastrophic events include hardware or software failures resulting in computation and processing errors  The processor will halt or reset, based on a configuration item, after a catastrophic event.  

	Channel
	The features and capabilities associated with a detector, a sensor, or a calculated group of information.

	Commercial Off-The-Shelf
	Exisiting evices that are available from vendors that can be purchased for use with minimal re-engineering.

	CPU
	Central Processing Unit; specifically, a microcomputer chip.

	Failsafe Condition
	Failsafe condition is an actuated state of the TRIGA System as the result of a catastrophic failure such as loss of power, break of circuit or device failure catastrophic event

	Handled Conditions
	Conditions that the system is designed to handle and continue processing.  These conditions include anomalies, faults and failures.  

	Hardware Requirements Specification
	A specification that documents the hardware requirements (HRS)

	Power Failure
	Power failure is the condition when AC power is outside required limits or logic power is below a low limit.

	Precision (per ANSI N42.18-80)
	The degree of agreement of repeated measurements of the same input, expressed as percent deviation from the mean reading at 95% confidence level.

	SBC
	Single-board computer

	Software Requirements Specification (SRS)
	Documentation of the essential requirements (functions, performance, design constraints, and attributes) of the software and its external interfaces.  [IEEE Std 610.12-1990] 



	System Requirements Specification (SyRS)
	A structured collection of information that embodies the requirements of the system.  [IEEE Std 1233-1998]  A specification that documents the requirements to establish a design basis and the conceptual design for a system or subsystem.  [GA-ESI]

	
	


1.5.2 Acronyms and Abbreviations 

The abbreviations listed have the following meanings where used in this specification:

	AC
	Alternating Current

	ANSI
	American National Standards Institute

	COTS
	Commercial Off-The-Shelf

	CPU
	Central Processing Unit

	Cpm
	Counts per Minute

	DAQ
	Data Acquisition (System)

	DPDT
	Double-Pole Double-Throw

	EWB
	Ethernet Watchdog Boards

	FAT
	Factory Acceptance Test

	IEEE
	Institute of Electrical and Electronic Engineers

	LED
	Light-Emitting Diode

	MTBF
	Mean Time between Failures

	NEMA
	National Electrical Manufacturers Association

	NRC
	Nuclear Regulatory Commission

	RAM
	Radiation Area Monitor

	Rms
	Root Mean Square

	SBC
	Single-board computer

	SyRS
	System Requirements Specification

	Vac
	Voltage Alternating Current

	Vdc
	Voltage Direct Current

	WDT
	Watchdog Timer


1.6 Overview/Contents of the Document
The general description including product perspective, product functions, user characteristics and general constraints is included in Section 2.

The specific requirements including external interfacexe "interface" requirements, system features, performance requirements, and other requirements are included in Section 3.  The system features are specified.  For each system feature, an introduction is provided and the details for each stimulus/response are provided.

The traceability (reverse traceability) to other documents (e.g., SyRS, SRS, SDD, HTC, HTP, STC, and STD) is documented in a separate document (Excel spreadsheet).  

Section 2 contains the general description of the EWB hardware.
The general description including product perspective, product functions, user characteristics and general constraints is included in this section.
Section 3 contains the specific requirements for the EWB hardware.

The specific requirements including external interface requirements, system features, performance requirements, and other requirements are included in this section.
Section 4 contains other requirements or design goals 

These are items that are not directly hardware related (that is, that derived from hardware design elements).

1.7 Document Conventions

All system requirement tags shall take the form:

<whitespace>
[EWB_HRS_xxx_yyy] 

<whitespace>
[EWB_HRS_xxx_yyy.zz] 

<whitespace>
[EWB_HRS_xxx_yyy.zz.aa] 

etc.

where "xxx" is a three-digit SyRS requirement number and "yyy" is a three- or four-digit HRS requirement number.

For HRS requirement tags, should the need arise to insert a new HRS requirement tag between two other values (e.g., add a requirement between EWB_HRS_030_040 and EWB_HRS_030_041) then a decimal fractional number with exactly two digits shall be appended to the HRS tag number (e.g., EWB_HRS_030_040.05). Any number of decimal point suffixes can be added, if needed (e.g., EWB_HRS_030_40.05.02).

2 General System Description

2.1 Design Basis

The design basis for the EWB is to provide a system that can be verified to be correct as per regulatory requirements (e.g., DOE/INL/NRAD/NRC requirements).

2.2 System Context

This HRS provides the documentation for the Ethernet-based watchdog timer hardware requirements.
2.2.1 Ethernet-Based Watchdog Timer Software Requrements
The Ethernet-Based Watchdog Timer Board (EWB) operates in parallel with the existing RS-232-based watchdog timeout modules at INL/NRAD. This document incorporates the hardware requirements for that board.
2.3 System Regulatory Issues
The System has been designed with modern hardware and software engineering principles in mind, with an eye towards achieving approval from appropriate governmental regulatory agencies – specifically the NRC, NRAD, and DOE.

2.4 User Characteristics
In general, there are three types of individuals who use the System: end users, technicians, and system engineers.
· System engineers are those who design the EWB and are responsible for testing and verifying the proper operation of the EWB. 

· Technicians are those who are responsible for maintaining and calibrating the EWB after it is installed.

· End users are those who use the EWB in whatever environment it has been installed.
There is no requirement that these three types of people all be different. The system engineer could also be responsible for on-going maintenance and calibration and could also be a reactor operator (end user).

3 Hardware Requirements
3.1 Ethernet Watchdog
3.1.1 COTS Parts

1:  [EWB_HRS_1000_000]

The Ethernet Watchdog board shall be constructed from COTS components to reduce development time/costs.  

3.1.2 Teensy 3.2

2: [EWB_HRS_1001_000]

The CPU module shall be a Teensy 3.2 microcontroller.

3.1.3 Relay Control Pin Assignments
3: [EWB_HRS_1001_002]

The EWB shall associate the following Teensy 3.2 pins with the corresponding relay controls:

	Teensy 3.2 Digital I/O Pin
	Relay Control

	24
	In 1

	25
	In 2

	26
	In 3

	27
	In 4

	28
	In 5

	29
	In 6

	30
	In 7

	31
	In 8


3.1.4 Ethernet Interface

4:  [EWB_HRS_1002_000]

The Ethernet Interface board shall be an SPI-bus based W5500 Ethernet Module (or compatible).

3.1.5 Ethernet Interface Pinout

5:  [EWB_HRS_1002_001]

The EWB shall provide a connector to support arbitrary SPI-based Ethernet modules using the following 1x9 pinout:

	EWB Ethernet Connector Pin
	Function

	1
	SPI Clock

	2
	MOSI

	3
	MISO

	4
	SPI-CS

	5
	RESET

	6
	IRQ (or auxiliary I/O pin)

	7
	3.3v

	8
	Gnd

	9
	Vcc (+5v)


3.1.6 Ethernet Interface-Feather

6:  [EWB_HRS_1002_002]

The EWB shall provide an Adafruit Feather-compatible connector for attaching Ethernet modules (such as the Adafruit Ethernet Featherwing).

3.1.7 Relay Opto-Isolation

7:  [EWB_HRS_1003_000]

The trip relays shall be generic opto-isolated modules.

Note: the EWB was designed around the use of JBTek 8-Channel DC 5v relay modules. SainSmart units and other units are all largely the same. Whether the relays activate on a logic high or low is irrelevant (this can be changed at the firmware level).
3.1.8 Relay Interface Voltage

8:  [EWB_HRS_1004_000]

The trip relays shall be switched by a 3.3v-5v logic signal (TTL logic level).

3.1.9 Relay Interface Current

9:  [EWB_HRS_1005_000]

The trip relays shall be switched on (digital control) using no more than 50 mA.

Note: JBTek, SainSmart, ELEGOO, Sunfounder, and other manufacturers of this module all use the same design, parts, and PCB layout. The specs can be found here:
https://www.elegoo.com/product/elegoo-8-channel-dc-5v-relay-module-with-optocoupler/ 
and here

http://wiki.sunfounder.cc/index.php?title=8_Channel_5V_Relay_Module
3.1.10 Relay Coil Current

10:  [EWB_HRS_1005_001]

The trip relay coils shall require no more than 100 mA for steady-state on.

Note: Relay data sheet can be found here:

http://wiki.sunfounder.cc/images/1/1f/Relay_datasheet.pdf
3.1.11 Relay Current in EWB-PCB

11:  [EWB_HRS_1005_002]

The trace(s) from the EWB on-board relay to the ground pin connector to the relay board shall be capable of handling 5v@1A.

3.1.12 Relay Current in EWB-PCB #2

12:  [EWB_HRS_1005_003]

The trace(s) from the EWB on-board relay to the ground pin connector to the relay board shall appear (at least) on the top and bottom sides of the PCB.

Note: they may also appear on interior traces; this is allowed but not required.

3.1.13 Number of Relays

13:  [EWB_HRS_1006_000]

The EWB shall provide at least three relays per channel.

3.1.14 Number of Channels

14:  [EWB_HRS_1007_000]

The EWB shall provide at least two channels.

3.1.15 Relay Logic

15:  [EWB_HRS_1008_000]

Each trip relay shall be a SPDT relay with normally open (NO), normally closed (NC), and common (COM) terminals.

3.1.16 Relay ampacity

16:  [EWB_HRS_1009_000]

Each trip relay shall be capable of handling at least 5 amps @30v.

3.1.17 Hardware Watchdog for Firmware

17:  [EWB_HRS_1010_000]

The EWB shall have a hardware-based watchdog timer to verify correct operation of the EWB firmware.

3.1.18 Hardware Watchdog Timeout Period

18:  [EWB_HRS_1011_000]

The on-board (EWB) hardware watchdog timer shall be programmed for a timeout period of 5 seconds (±1 second).

3.1.19 Hardware Watchdog Timeout Action

19:  [EWB_HRS_1012_000]

The EWB shall immediately put all channel relays in a fail-safe state (open) if the EWB on-board watchdog timer times out.

3.1.20 Hardware Watchdog Timeout Power Supply
20:  [EWB_HRS_1012_001]

Power to the relay coils shall be switched on and off by the NO/COM contacts of the EWB hardware watchdog relay (interrupting the Gnd line on pin 1 of the relay board connector).
Note: when power is not applied to the system, the hardware relay shall be in the NO position and no voltage would be applied. During normal (non-timeout) operation, the relay will be closed and voltage can flow to the relays.

3.1.21 Hardware Watchdog Reset

21:  [EWB_HRS_1013_000]

The EWB hardware watchdog output shall automatically reset whenever the Teensy 3.2 CPU sends a watchdog reset pulse to the watchdog timer chip.

Note: Resetting the hardware watchdog closes the NO relay contacts on the hardware WDT.

3.1.22 Fail-Safe Logic

22:  [EWB_HRS_1017_000]

All EWB relays shall operate in a fail-safe manner.

3.1.23 SCRAM Control

23:  [EWB_HRS_1020_000]

One of the relays for each channel shall be connected to the system SCRAM loop.

3.1.24 SCRAM Control Relay, Channel 1
24:  [EWB_HRS_1020_001]

The first relay (typically relay k1, assuming relays are numbered from 1) of the EWB relays shall be the SCRAM relay for Channel 1.

3.1.25 SCRAM Control Relay, Channel 2
25:  [EWB_HRS_1020_002]

Relay K5 shall be the SCRAM relay for Channel 2 (assuming relays are numbered starting at 1).

3.1.26 SCRAM Logic

26:  [EWB_HRS_1021_000]

The relay through which the SCRAM loop passes shall always use the NO relay contacts.

Note: this ensures fail-safe (SCRAMmed) operation when no power is applied to the relay module.

3.1.27 SCRAM Indication (Digital Input)

27:  [EWB_HRS_1022_000]

One of the relays for each channel shall be a digital input to the computer system, providing a digital input to the computer system indicating the timeout state.

Note: of course, this digital input may be irrelevant if the computer that reads the digital input has hung up and is the cause of the watchdog timeout.

3.1.28 SCRAM Indication (Digital Input), Channel 1
28:  [EWB_HRS_1022_001]

Relay K2 (assuming relays are numbered from 1) shall be the DI SCRAM indicator for Channel 1.

3.1.29 SCRAM Indication (Digital Input), Channel 2
29:  [EWB_HRS_1022_002]

Relay K6 (assuming relays are numbered from 1) shall be the DI SCRAM indicator for Channel 2. 

3.1.30 SCRAM Indication (Lamp Control)

30:  [EWB_HRS_1023_000]

One of the relays for each channel shall control an indicator (typically an LED or other lamp) on the console that is independent of the computer.

3.1.31 SCRAM Indication (Lamp Control), Channel 1
31:  [EWB_HRS_1023_001]

Relay K3 (assuming relays are numbered from 1) shall be the SCRAM lamp control for Channel 1.

3.1.32 SCRAM Indication (Lamp Control), Channel 2
32:  [EWB_HRS_1023_002]

Relay K7 (assuming relays are numbered from 1) shall be the SCRAM lamp control for Channel 

3.1.33 SCRAM Indication Contacts

33:  [EWB_HRS_1024_000]

The watchdog timeout lamp circuit shall use the NC contacts to turn on the lamp.

3.1.34 Channel 1 SCRAM in Parallel with CCS Watchdog

34:  [EWB_HRS_1039_000]

The Channel 1 SCRAM relay NO contacts shall be wired in parallel with the CCS computer RS-232-based watchdog timer SCRAM circuit.

3.1.35 Channel 2 SCRAM in Parallel with UIT Watchdog

35:  [EWB_HRS_1040_000]

The Channel 2 SCRAM relay NO contacts shall be wired in parallel with the UIT computer RS-232-based watchdog timer SCRAM circuit.

3.1.36 Channel 1 Digital Input in Parallel with CCS Watchdog

36:  [EWB_HRS_1041_000]

The Channel 1 digital input relay NO contacts shall be wired in parallel with the CCS computer RS-232-based watchdog timer digital input circuit.

Note: If the RS-232 NC contacts are used, then this requirement must be changed to read that the Channel 1 digital input NC contacts shall be wired in series with the CCS computer RS-232 watchdog timer digital input circuit.

3.1.37 Channel 2 Digital Input in Parallel with UIT Watchdog

37:  [EWB_HRS_1042_000]

The Channel 2 digital input relay NO contacts shall be wired in parallel with the UIT computer RS-232-based watchdog timer digital input circuit.

Note: If the RS-232 NC contacts are used, then this requirement must be changed to read that the Channel 2 digital input NC contacts shall be wired in series with the UIT computer RS-232 watchdog timer digital input circuit.

3.1.38 Channel 1 Lamp Relays in Series with CCS Watchdog

38:  [EWB_HRS_1043_000]

The Channel 1 lamp control NC contacts shall be wired in series with the CCS computer RS-232-based watchdog timer lamp control circuit.

Note: If the RS-232 NO contacts are used, then this requirement must be changed to read that the Channel 1 lamp control NO contacts shall be wired in parallel with the CCS computer RS-232 watchdog timer lamp control circuit.

3.1.39 Channel 2 Lamp Relays in Series with UIT Watchdog

39:  [EWB_HRS_1044_000]

The Channel 2 lamp control NC contacts shall be wired in series with the UIT computer RS-232-based watchdog timer lamp control circuit.

Note: If the RS-232 NO contacts are used, then this requirement must be changed to read that the Channel 2 lamp control NO contacts shall be wired in parallel with the CCS computer RS-232 watchdog timer lamp control circuit.

3.2 Ethernet Watchdog Hardware Design Goals

This section lists “optional” requirements for the Ethernet Watchdog board. Because they are optional, there are no test or inspection items in the traceabilty matrix for these design goals. These features may or may not appear in the actual EWB design and the firmware doesn’t necessarily use any of these features. They exist for future enhacement or for convenience.
3.2.1 Second Relay Board Connector on EWB
40: [NRAD_HDG_1001]

The EWB should have a second relay board connector, wired in parallel with the required relay board connector. However, the second connector should physically be a mirror image of the required connector (e.g., pins are numbered left-to-right from 10 down to 1 rather than left-to-right from 1 up to 10). This second connector provides two advantages in the system:

1. By reversing the pins, in might make it easier to run a cable from the EWB to the relay board without twisting the cable.
2. For certain applications, two relay boards could be connected (in parallel) if additional relay controls (or watchdog channels) turn out to be necessary.

3.2.2 Heartbeat LED
41: [NRAD_HDG_1002]

The EWB should have an LED (with a transistor amplifier) connected to (digital I/O) pin 16 on the Teensy 3.2. The firmware can flash this LED whenever it refreshes the hardware watchdog timer to give an indication that the firmware is alive and running.

3.2.3 Large Capacitor
42: [NRAD_HDG_1004]

Because the relay board takes its power from the relay board connector on the EWB, the design should include a 1000 µF capacitor (or larger) on the PCB to help filter out noise that the relays generate during switching.

3.2.4 Power LED
43: [NRAD_HDG_1005]

The EWB should include an LED that illuminates whenever power is applied to the board.

3.2.5 Trip LED
44: [NRAD_HDG_1006]

The EWB should include an LED that illuminates whenever the hardware watchdog timer times out.

3.2.6 Trip signal
45: [NRAD_HDG_1007]

The EWB should bring out the hardware WDT signal as a digital (TTL) signal to a 2-pin header (signal plus ground) for use by external hardware.

3.2.7 Test Pins
46: [NRAD_HDG_1008]

The EWB should include various test pins for circuit testing and debugging. Test pins on the following signals is a good idea:

· WDRFSH: Hardware watchdog timer (HWDT) refresh signal (TTL).

· RESET: HWDTreset signal (TTL).

· WDLATCH: HWDT indication that the timer has tripped (TTL, active low)

· Vcc (+5v)

· Gnd

3.2.8 EWB Case
47: [NRAD_HDG_1009]

The EWB should be mounted in a case that keeps the footprint of the device as close as possible to the size of the relay board (the EWB, relay, and Ethernet interface PCBs should be stacked to minimize the real estate the EWB will consume in a drawer in the console).

4 System Interfaces
4.1 Input Power
4.1.1 Ethernet Watchdog Input Power
48: [EWB_HRS_1200_000]

DC power, +5V digital, shall be provided to the Ethernet Watchdog module.
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